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Why should we care
about detection?




Defender’s Dilemma

The intruder only needs to exploit one of the victims in order to
compromise the enterprise.

Intruder’s Dilemma

The defender only needs to detect one of the indicators of the
intruder’s presence to initiate incident response within the enterprise.

Richard Bejtlich - https://taosecurity.blogspot.de/2009/05/defenders-dilemma-and-intruders-dilemma.html



How can we detect these
indicators?



All models are wrong;
some models are useful

- George Box
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Ten ATT&CK™ - Tactics

188 different techniques, e.g.,
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How to use ATT&CK™
from a defender
perspective?




ﬂ Asses your current detection capabilities

a ldentify and extend your detection
capabilities based on your data sources

e Prioritize additional data sources based
on the threats you are facing



a Asses your current detection capabilities

Goto 3 and prioritize your data
source based on your threats

> Use your playbooks
> Use adversarial emulation tools




Access Token

Data Loss
Prevention

Kernel Drivers

Network
Protocol
Analysis

Services

Windows
Event Logs

Anti-Virus

Digital
Certification
Logs

Loaded DLLs

Packet Capture

SSL/TLS
Inspection

Windows
Registry

AP| Monitoring

DLL Monitoring

Malware
Reverse
Engineering

Powershell
Logs

System Calls

WMI Objects

Authentication
Logs

Extensible
Firmware
Interface (EFI)

Master Boot
Record (MBR)

Process
Command-
Lines
Parameters

Third-Party
Application
Logs

ldentify and extend your detection
capabilities based on your data sources

Binary File
Metadata

Environment
Variable

Named Pipes

Process
Monitoring

User Interface

BIOS

File Monitoring

Netflow

Process Use of
Network

Volume Boot
Record (VBR)

Browser
Extensions

Host Network
Interface

Network Device
Logs

Sensor Health
and Status

Windows Error
Reporting



e Prioritize additional data sources based

on the threats you are facing
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Conclusion



Intruder’s Dilemma

The defender only needs to detect one of the indicators of the
Intruder’s presence to initiate incident response within the enterprise.

One approach
using ATT&CK™

Asses your current detection capabilities
Identify and extend your detection capabilities
based on your data sources

Prioritize additional data sources based on the
threats you are facing



SwiftOnSecurity
@SwiftOnSecurity
You don't buy security. You configure it.

10:49 AM - 14 Jul 2017
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MITRE ATT&CK™ - https://attack.mitre.org

MTIRE ATT&CK™ Navigator — https://mitre.github.io/attack-navigator/enterprise/

MITRE - CALDERA - https://github.com/mitre/caldera

Endgame - Red Team Automation (RTA) - https://github.com/endgameinc/RTA

Uber — Metta - https://github.com/uber-common/metta

Nextron Systems — APTSimulator - https://github.com/NextronSystems/APTSimulator

Red Canary — Atomic Red Team - https://github.com/redcanaryco/atomic-red-team
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